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 Mirai took out large parts of the Internet
 Ukrainian grid black out by hacking



 Mirai took out large parts of the Internet
 Ukrainian grid black out by hacking
« WannaCry shutters 30% of UK NHS



Mirai took out large parts of the Internet
Ukrainian grid black out by hacking
WannaCry shutters 30% of UK NHS
NotPetya disrupts global logistics &
manufacturing, including vaccines
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Are you vulnerable?




Vulnerabilities reported
to NIST per year

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019



Software Complexity

Modern Car
Facebook
Windows Vista
Hadron Collider
Boeing 787
Android

Google Chrome
Linux Kernel 2.6.0

Mars Curiosity

Hubble Telescope [ NN NN e e
F-22 Raptor [ I e e

Space Shuttle D N N I T e e e
10 20 30 40 50 60 /0 80 90 100




Supply Chain Vulnerabilities
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Is this how hacks work?
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Highly Skilled Best Defenses
Hacker 13370-Days Known/Available

man




O P M “Known but Unmitigated
Vulnerabilities”

D N C “Known but Unmitigated
Vulnerabilities”

: - “"Known but Unmitigated

M Iral Vulnerabilities”
“Known but Unmitigated

WannaCry Vulnerabilities”

“Known but Unmitigated

N OtPEtya Vulnerabilities”

“Known but Unmitigated

Eq U ifaX Vulnerabilities”



Forecasted Global
Cybersecurity Spending,
2015-2019:;
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In 2018, Apple became the
world’s flrst $1 Tr|II|on
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In 2019, Apple will spend
around $1 Billion on security.
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Know your hackers




Nation State Increasingly Willing

Increasingly

capable
*Wacktivists
*Tervorists
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| Am The Cavalry

Five Motivations of
Security Researchers

https://iamthecavalry.org/motivations
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Jay Radcliffe
Security researcher
Diabetic patient
Father of diabetic patient
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Vulnerablility Research,
Disclosure, and Law
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@le ‘ T&  DoD’s Vuinerability Disclosure Policy Results

Total valid reports resolved 2’837

High or critical severity vulnerabilities ] [] I]+

Hackersfrom countries including: India, Great Britain,
50 Pakistan, Philippines, Egypt, Russia,
France, Australia and Canada l1ackerone




DMCA Rules

* Intended to fight counterfeiting of DVDs
» Makes illegal circumvention of a
technical protection mechanism (TPM)

to access copyrighted works

« CFAA is the primary tool to prosecute
cybercrimes




DMCA Exemptions

 “Solely for good-faith security research”

* “On a lawfully acquired device”

* “With the authorization of the owner”

» Conducted in an environment “designed
to avoid any harm to individuals or the
public”

« US DQOJ In favor of exemptions:

‘the DMCA was not created to protect
[voting machines], and is ill-suited to do
S0.”
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Supply Chain Risk




Supply Chain Risk Vectors

Supplier facilitated risk — Implementation, operation, and maintenance
Counterfeit — Unverified components

Malicious Taint — Subverted components or systems

Unintended Taint — Known software vulnerabilities



Touchscreen / lon-X
Glass

Display Module

\—‘ Force Touch Sensor

Taptic Engine Module

Loudspeaker ’—\

Interconnect PCB A

Wireless
Charging Coll

/j Bluetooth / WLAN Antenna

Optical Pulse Sensor
PCB

Button PCB

Digital Crown / Home

Aluminum Housing Button

Side Button
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Transparency & Awareness

Nutrition Facts

Serving Size 1 cup (228g)
Servings Per Container 2

Amount Per Serving

Calories 250  Calories from Fat 110
% Daily Value*
Total Fat 12g 18%
Saturated Fat 3g 15%
Trans Fat 3g
Cholesterol 30mg 10%
Sodium 470mg 20%
Total Carbohydrate 31g 10%
Dietary Fiber Og 0%
Sugars 59

Protein 5g

Vitamin A 4%
Vitamin C 2%
Calcium 20%
Iron 4%

* Percent Daily Values are based ona 2,000 calorie diet.
Your Daily Values may be higher or lower depending on

your calorie needs.

Calories 2,000 2,500
Total Fat Lessthan 659 80g
Sat Fat Less than 20g 25g
Cholesterol Less than 300mg 300mg
Sodium Less than 2.400mg 2,400mg
Total Carbohydrate 300g 3759
Dietary Fiber 25¢g 30g

MODEL / OPTION CODE: 42222 / 040
EXTERIOR / INTERIOR: BRIGHT SILVER/BLK
VEHICLE ID NUMBER:  KNDPB3A28C7313125
ENGINE NUMBER: GAKECH46

PORT OF ENTRY: TACOMA

MODE OF TRANSPORT: RAIL

2012 KIA
SPORTAGE
LX FWD

STANDARD FEATURES

MECHANICAL

2.4 DOHC CVVT 4-Cylinder Engine
6-Speed Automatic Transmission
Motor Driven Power Steering

17" Tires with Alloy Wheels

SAFETY

Dual Front Advanced Airbags

Front Seat Mounted Side Airbags

Full-Length Side Curtain Airbags

3-Point Seatbelts for All Seating Positions

Front Active Headrests

Lower Anchors and Tethers for Children (LATCH)
Anti-Lock Brake System (ABS)

Traction Control System (TCS)

Electronic Stability Control (ESC)

Downhill Brake/Hill-start Assist Control (DBC/HAC)
Rollover Protection System (ROPS)

Tire Pressure Monitoring System (TPMS)

INTERIOR

Air Conditioning

Power Windows, Door Locks & Outside Mirrors
Keyless Entry and Alarm System

AM/FM/CD/MP3 Audio System

SIRIUS Satellite Radio w/ free 3-mo. subscription* *
USB & Auxiliary Input Jacks

Multi-Adjustable Front Seats

60/40 Split Folding Rear Seats

Cruise Control, Trip Computer

Bluetooth (Phone and Streaming Audio)

Tilt Steering Wheel

Steering Wheel Controls {Bluetooth/Audio/Cruise)
Front Cup Holders, 2nd Row Armrest w/Cupholders

EXTERIOR

Outside Mirrors w/ Turn Signal Indicators
Body Color Door Handles

Privacy and Solar Glass

WARRANTY

10 Year/100,000 Mile Limited Powertrain Warranty
5 Year/60,000 Mile Limited Basic Warranty

5 Year/60,000 Mile Roadside Assistance

* *Ask dealer for details

TOTAL ADDITIONAL WEIGHT: 13.6

SOLD TO:

0OHO43

KINGS KIA

9570 KINGS AUTOMALL ROAD
CINCINNATI OH 45249

MANUFACTURER'S SUGGESTED RETAIL PRICE »

ADDITIONAL INSTALLED EQUIPMENT:

(In addition to or in place of standard features)
Convenience Package

* Back-up Warning System

* Rear Spoiler

* Roof Rails

* Heated Outside Mirrors

* Telescopic Steering Wheel

* Cooling Glove Box

* Cargo Cover

* Sunvisor Extender w/Mirror lllumination

* Carpeted Floor Mats (5 Seats)

Navigation w/ Prem. Audio

* Navi w/ SIRIUS Traffic** & Camera Display
* Premium Audio w/ Ext Amp & Subwoofer
Cargo Mat

Cargo Net

Whee! Locks

MSRP INCLUDING OPTIONS

INLAND FREIGHT AND HANDLUING

TOTAL MANUFACTURER'S SUGGESTED RETAIL PRICE »

$23,775.00]

$800.00

$24,575.00,

kia.com

EPA Fuel Economy and Environment

Fuel Economy

R 2 5 MPG  otuas i somes -
22 32

combined cityhwy city highway

You SAVeE

$1600

in fuel costs
over 5 years
compared to the

4 gallons per 100 miles average new vehicle.

bis vehicle amits 352 grams CO, pae ik, The best
darbuting ol 8153 €648 EMA0e; 63 MOIC 3t

Actusl r

fueleconomy gov
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PARTS CONTENT INFORMATION

FOR VEHlCLES IN THIS CAR
LINE U ANADIA|
PARTS CONTENT 4%

MAJOR SOURCES OF
FOREIGN PARTS:

KOREA: 89%

~ GOVERNMENT 5-STAR SAFETY RAT|NGS
Overall Vehicle Score * % Kk ok

Based on the combined ratings of frontal, side and roliover,
Should ONLY be compared 10 other vohicios of simiar size anc weight.

Frontal Dri * % % * *
C’:;:h szgzngcr * Kk Kk

Basod on P risk of inury in 8 froneal impact
Shouis ONLY be compared 10 cthor vehickes of simiar sze and weight

Sid F * % % Kk X
Crash  Rearseat Kk Kk kK

Star ratings baced on the fizk of njury in 3 side krpact

Rollover %* % % %

Star ratings based on the risk of rolover In 2 singlevehicle crash

NOTE: PARTS CONTENT DOES
NOT INCLUDE FINAL ASSEMBLY,
DISTRIBUTION, OR OTHER
NON-PARTS COSTS,

FOR THIS VEHICLE
FINAL ASSEMBLY POINT:

KOREA

from I Io 58 ith 5 being th

nistration (N

COUNTRY OF ORIGIN
ENGINE : KOREA
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4. System information:
e List of 3™ Party Software

Provides more granular
information as to how the system
is setup and managed within the
Mayo Clinic environment.

Provide vendor documentation (i.e.
Bill of Materials) for the bulleted
items. Template provided.

1%]

Deliverable 4 -
System Information T

‘- 7 e List of Accounts
M A O e List of Network Ports
e List of firewall rules (if
applicable)

( LI N I( e Documentation of Security
Capabilities/Configurations
for System Hardening

® Scanning Requirements
5. Vulnerability Assessment,
including:
e Testing Results
e Remediation Tracking
Procurement
Guidance

Provides an in-depth vulnerability
assessment, outstanding
vulnerabilities and appropriate
remediation plans and timelines
to resolve the issues. This
provides Mayo Clinic with
appropriate information on risks
that may be introduced into the
patient care environment and
allows for collaborative mitigation
strategies to be detailed.

Complete a vulnerability assessment
as detailed in the Vendor Assessment
Book (pdf). Once testing is completed,
complete the VA Statement of
Methodology and document findings
and remediation plans in a report.
Example VA Statement of
Methodology (pdf) and Vulnerability
Assessment Template report
provided.

!
J=

Vulnerability
Assessment Book. pdf

|
S

VA Statement of
Methodology - mocku

=
VA Statement of
Methodology.docx

@j

https://www.mayoclinic.org/documents/medical-

device-vendor-instructions/doc-20389647
|

Schedule that Supply Chain
Management will negotiate as
part of the purchase contract or
vendor agreements.

Information Security Schedule for
review.

2. Perform review and prepare any
proposed redline items.

3. Provide a vendor contact to the
Mayo proponent for the redlined
ISS negotiation.

Vulnerability
Assessment Template
6. Mayo Clinic Information Provides advanced copy of Mayo | 1. Ensure appropriate vendor @ ]
Security Schedule Clinic’s Information Security internal staff receives Mayo’s
Deliverable 6 -

Information Security !
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Appendix




Coordinated Vulnerability Disclosure

US Department of Commerce, NTIA Template
https://www.ntia.doc.gov/files/ntia/publications/ntia_vuln_disclosure_early_stage_template.pdf

ISO/IEC 29147 Standard for Vulnerability Disclosure
https://www.iso.org/standard/45170.html

ISO/IEC 30111 Standard for Vulnerability Handling Processes
https://www.iso.org/standard/53231.html

National Governor’s Association
https://ci.nga.org/files/live/sites/NGA/files/pdf/2018/HSPS/Crowdsourcing%20Cybersecurity%20101.pdf

US Department of Justice
https://www.justice.gov/criminal-ccips/page/file/983996/download

It Takes a Village Comic (Atlantic Council and HackerOne)
http://publications.atlanticcouncil.org/hacktivity/


https://www.justice.gov/criminal-ccips/page/file/983996/download

BSides Events Tracker
http://www.securitybsides.com/w/page/12194156/FrontPage

Hackers: the Internet’s immune system (TED Talk, Keren Elazari

https://www.ted.com/talks/keren elazari hackers the internet s immune system

Can hackers break my heart (TEDx Talk, Marie Moe)
https://www.youtube.com/watch?v=W1YWpVMpPi8



http://www.securitybsides.com/w/page/12194156/FrontPage
https://www.ted.com/talks/keren_elazari_hackers_the_internet_s_immune_system
https://www.youtube.com/watch?v=W1YWpVMpPi8

For adults, teenagers and children aged five and over

The Food Pyramid

Foods and drinks high in
fat, sugar and salt

=
Q
3
B oy

Maximum once or twice a week

Fats, spreads and oils

Milk, yogurt and cheese

Wholemeal cereals
and breads, potatoes,
pasta and rice

Needed for good health. Enjoy a variety every day.

Vegetables,
salad and fruit




Bones, Gristle
GNAW SPARINGLY

ZOMBIE
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Stomach Group Intestines Group

2-3 SERVINGS 2-3 SERVINGS
Heart & Lungs Liver Group
Group 2-4 SERVINGS
3-5 SERVINGS

Brain Group

6-11 SERVINGS



* Endpoint Security

CO u nte - * Active Defense

* Intrusion Prevention

measures :,.A.\.nti—Everything

* Penetration Testing

SltuathnaI * Threat Intelligence

* Security Monitoring

Awa Freness * Threat Hunting

* Coordinated * Vulnerability * Network
O pe rat | ona I Vulnerability Management Admission Control
Disclosure * Change ...

* DevSecOps Management
Excellence Vicible Obe

* Egress Filtering

. * Secure by Design * Software Updateable
D efe NSI b I e * Secure Baseline Configurations  Software Ingredients
* Secure Deployment Guidance or Components List C @
* Operating System and Software * Evidence Capture and Logging
Infra Stru Ctu re Support Lifetimes ... ggcrjff?gcj\?jry



Counter-
measures

Situational
Awareness

Operational
Excellence

Defensible S
$S

Infrastructure

cccccccccc
@iamthecavalry
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Department
for Culture
Media & Sport

GOV.UK
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Monitor system Make it easy for Make |n-stallat|0n Validate input
consumers to delete § and maintenance

telemetry data personal data of devices easy data

Make systems
resilient to
outages

Implement a
vulnerability
disclosure policy

Ensure that
personal data is
protected

No default
passwords

Keep software
updated

data

Communicate
securely

Ensure software
integrity

Minimise exposed
attack surfaces

Securely store

Code of Practice for

loT

Secur
_

ty

(¢

credentials and
security-sensitive

https://www.gov.uk/government/publications/secure-by-design



