
HOW BAD COULD IT BE?



HOW DID I GET HERE?



8:36 AM



THE STORY

IT ALWAYS HAPPENS ON A FRIDAY...



2017 WAS ACTION PACKED WITH ISSUES!

2017

2017

2017

2017

2017

2017

2017



9:30 AM



BUILDING A COALITION FOR STATEWIDE INCIDENT RESPONSE PLANNING
(OR WHEN PLANNING FOR ANY OTHER CONTINGENCY)

• Convening Key Stakeholders

• Fostering Collaboration and Information 
Sharing

• Developing Incident Response Plan

• Securing Resources

• Establishing Governance and Protocols

• Informed by Practice

• Defining Escalation Criteria



10:30 AM





LESSONS LEARNED THROUGH PLANNING AND PRACTICE

Communication is Key Its always the lawyers Incident Response and Recovery Planning

Fundamentals are not in place Third Parties Matter... A Lot



10:45 AM



10:47 AM



JACKSON COUNTY AND THURSDAY AUGUST 15TH

June 2019
Judge Jill Sklar 

declares a Countywide 
Disaster

Response and recovery 
times are good

Lessons Learned from 
the Attacks



Ransomware recovery times 

and cost examples



12:00 PM



The rest of the week is a blur but the results speak for themselves













The Daily Mail
The Drudge Report
Krebs on Security



Restore vs Recover



KEY TAKEAWAYS WHEN PLANNING TO BE RESILIENT

• The plan is a starting point

• Contracts and Contacts

• Incident Response is Business 
Continuity Planning

• Funding and Resources

• Continuous Improvement is the Real 
Goal



Surprises and Pet Peeves

• No Such Thing as Superman

• Life Still Happens

• Be Flexible and ask for help

• We were almost at the limit

• Victim blaming is very real



Let’s finish the story:

Happy ending and incarceration



But what does the 
badguy look like?



Fundamentals



Thank you… Questions?

andy@apollo-is.com

mailto:andy@apollo-is.com
mailto:andy@apollo-is.com
mailto:andy@apollo-is.com
mailto:andy@apollo-is.com


See Speakers notes on 

this slide for resources
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