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Overview

Core CISA Support to SLTT & Election Subsector

Highlighted Resources

* Crossfeed

* Insider Threat Mitigation

* Tabletop the Vote 2022, Exercises & Training
* CISA Products, Spanish-language Translations

O Coordinated Vulnerability Disclosure Program
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Core SLTT Resources

Alerts & Information Sharing
« MS-ISAC & EI-ISAC
* Albert Sensors, MDBR, EDR
* Threat Briefings, Security Clearance Program
e E-Day Ops Center & EI-ISAC Virtual Sit. Room

) Cybersecurity Services & Incident Response
* Vulnerability Scanning, Remote Penetration
Testing, Critical Product Evaluation, etc.
« .gov

Cybersecurity & Protective Security Advisors

Exercises & Trainings

Making .gov More Secure by
Default

When the public sees information on a .gov website,
they need to trust that it is official and accurate. This
trust is warranted, because registration of a .gov
domain is limited to bona fide US-based government
organizations. Governments should be easy to identify
on the internet and users should be secure on .gov
websites.

HTTPS is a key protection for websites and web users. It offers security and
privacy when connecting to the web, and provides governments the assurance
that what they publish is what is delivered to users. In the last few years,

DEFEND TODAY. SECURE TOMORROW.

Leveraging the .gov Top-level Domain

The .gov domain is a top-level domain (TLD) that was established to make it easy to identify US-
based government organizations on the internet. All three branches of the US Government, all 50
states, and many local governments use .gov for their domains.

The DotGov Program, based at the US General Services Administration (GSA), manages the .gov
TLD.

Why should State and Local Election Officials be interested in .gov?
Since a .gov domain is only available to bona fide US-based government organizations, using it signals
trust and credibility. This can help a state or local election office establish its digital services (e.g.,
websites, emails) as official, trusted sources for voter information.
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Crossfeed

() Overview
) CO”eCtS Open_sou rce data to provide Latest Vulnerabilities st Al L'j.'p.en \.l'ulnerab:‘.litie‘%b?fhnmain
a snapshot of a state’s potential risks ¥ o e ) ) () (o
and Online assets 4 CVE-2020-15778 High __ DETAILS } Bomain ".’.ej’.‘“’m’“’.‘” I T:'ﬂ'
(' ) Benefits g
* Free vulnerability scanning Most common sevices :
« Data aggregated on a dashboard s :
« Attacker’s perspective of assets - ’ - §
» Clear understanding of threat vectors ‘ ;
Crossfeed enroliment is open to state election offices only. The
open-source tool is available at: github.com/cisagov/crossfeed
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Insider Threat Mitigation

Insider Threat: the potential for an insider to use
their authorized access or special understanding
of an organization to harm that organization. gt tios

Insider Threat Mitigation Guide
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C) Resources for All Cl Sectors:
* Insider Threat Mitigation Guide _

+ Self-Assessment Tool Mmmmx% -
* \Videos

Practioes that deter, detest, or prevent hamm caused by insiders are sn integral part of conducting secure elections. This
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Insider Threat fSeteiu

Unintentional Threats
insider threats can be unintertions], including cases of negigence or sccidents.

Mitigation Guide oo
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*  Accidentals: Even the best empioyee can meke &

Resources for Election Infrastructure R R T

Stakeholders: e
* Election Infrastructure Insider Threat Mitigation
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Exercises & Trainings

Exercises

* Tabletop the Vote 2022

 “Tabletop in a box”- new election
packages

e State-based exercises

Training
O * Election Security Overview Ta |et0p the Vote 2022
* Insider Threat Mitigation AugUSt 17’ 18, 19
e Building Trust Through Secure
Practices :
* Phishing
 Ransomware
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Spanish-Language Translations

Social Media Bots Infographic Set
Disinformation Stops with You Infographic
Information Manipulation Infographic

Election Infrastructure Cyber Risk Assessment &
Infographic

and more at cisa.gov/election-security-library

SOCIAL MEDIA s . gl
* su incidencia y habilidad de imitar el comportamiento humano aumenta,
I s i i expanden.
i Visite CISA.gov/MDM para obtener mas informacion.

Los bots en redes sociales utilizan inteligencia artificial, analisis de big data y otros programas o bases de

datos para hacerse pasar por usuarios legitimos en Ias redes sociales. Estos varian segun su funcion y

capacidad: algunos son tiles, como los bots de chat y las

notificaciones automaticas, pero otros se pueden usar

con el fin de manipular a usuarios reales. Cuando se

ysan inapropiadamente, los bots pueden amplificar la

stra percepcion acerca

ando o incluso
inea.

LA GUERRA CONTRA LA PINA:
- . e, o de los bots
Como entender la 1nterferenc1§m‘ ra sus ataques.

extranjera en 5 pasos

Los bots pueden ser reconocidos por sus
interacciones entre sfy con usuarios reales. A

de reaccion “Me gusta’ menudo exhiben las Siguientes caracteristicas:

Los bots incrementan la
o a1 darle reaccion "me
levo su contenido. Acciones coordinadas
Los bots a menudo actiian
juntos, compartiendo
contenido similar al mismo
tiempo, o con frecuencia,
publicando de nuevo
(reposting) el contenido de
unos y otros.

etas [Secuestro de
an & una audiencia
25 llos hashiags] del grupo
“eos basura [spam] o eniaces

iblicaciones [Repost
dinados (‘botnet?) publican
instanténea el contenido de

Publicaciones (‘posts’
en redes sociales’)
repetitivas y especificas
Los bots a menudo publican
contenido idéntico, y utilizan
emoticones y puntuacion en
una forma més distinguible
que los usuarios reales.

ientes [Sleepers]
ego de largos periodos de.
3nzar miles de publicaciones
) 0 retuits en poco tiempo.

5[ Operacion de
 comparten contenido de

1 fin de dar una falsa
Ksicion auténticos formulada
er generada por un impuiso
tema de interés publico.

Altos niveles de
actividad

Los bots a menudo tienen
niveles de actividad mas
altos en comparacion con el
comportamiento tipico en
redes sociales, publicando
frecuentemente y, a
menudo, compartiendo
contenido sin ninguna
opinion.

ecificas y predeterminadas,
1
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CISA Coordinated Vulnerability Disclosure

C) CVD Process

e Coordinate the remediation and public
disclosure of newly identified cybersecurity
vulnerabilities in products and services
with affected vendor(s)

To ensure that CISA, the affected
vendor(s) and/or service provider(s),

O 5-Step Prqcess and the vulnerability reporter all
* Collection disclose simultaneously, to ensure
* Analysis that users and administrators receive
* Mitigation Control clear and actionable information in a
e Application of Mitigation timely manner.

e Disclosure
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CISA Coordinated Vulnerability Disclosure

; ; Disclosure Timeline

* Timeframes for mitigation development, as well Iy o
as the type and schedule of disclosure, may be AMERICA'S ELECTION ADMINISTRATORS
affected by various factors:

* Active exploitation

* Threats of an especially serious nature

« Situations that require changes to
established standards may result in
changes to the disclosure timeline

Related Resource
e Guide to Vulnerability Reporting for Election
Administrators
* Considerations for adopting a Vulnerability
Disclosure Policy (VDP)
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Kim Wyman
Senior Election Security Advisor
Cybersecurity and Infrastructure Security Agency

Kim.Wyman@cisa.dhs.gov

Contact CISA:
electionsecurity@cisa.dhs.qgov
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