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Core CISA Support to SLTT & Election Subsector

Highlighted Resources
• Crossfeed
• Insider Threat Mitigation
• Tabletop the Vote 2022, Exercises & Training
• CISA Products, Spanish-language Translations

Coordinated Vulnerability Disclosure Program
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Core SLTT Resources
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Alerts & Information Sharing
• MS-ISAC & EI-ISAC

• Albert Sensors, MDBR, EDR
• Threat Briefings, Security Clearance Program
• E-Day Ops Center & EI-ISAC Virtual Sit. Room

Cybersecurity Services & Incident Response
• Vulnerability Scanning, Remote Penetration 

Testing, Critical Product Evaluation, etc.
• .gov

Cybersecurity & Protective Security Advisors

Exercises & Trainings
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Overview
• Collects open-source data to provide 

a snapshot of a state’s potential risks 
and online assets

Benefits
• Free vulnerability scanning
• Data aggregated on a dashboard
• Attacker’s perspective of assets
• Clear understanding of threat vectors

Crossfeed enrollment is open to state election offices only. The 
open-source tool is available at: github.com/cisagov/crossfeed
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Insider Threat Mitigation
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Insider Threat: the potential for an insider to use 
their authorized access or special understanding 
of an organization to harm that organization.

Resources for All CI Sectors:
• Insider Threat Mitigation Guide
• Self-Assessment Tool
• Videos

Resources for Election Infrastructure 
Stakeholders:
• Election Infrastructure Insider Threat Mitigation 

Guide
• Training
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Exercises & Trainings

6

Exercises
• Tabletop the Vote 2022
• “Tabletop in a box”– new election 

packages
• State-based exercises

Training
• Election Security Overview
• Insider Threat Mitigation
• Building Trust Through Secure 

Practices
• Phishing
• Ransomware

Tabletop the Vote 2022
August 17, 18, 19

Registration Closes July 22 
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Spanish-Language Translations
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Social Media Bots Infographic Set

Disinformation Stops with You Infographic

Information Manipulation Infographic

Election Infrastructure Cyber Risk Assessment & 
Infographic

and more at cisa.gov/election-security-library
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CISA Coordinated Vulnerability Disclosure
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CVD Process
• Coordinate the remediation and public 

disclosure of newly identified cybersecurity 
vulnerabilities in products and services 
with affected vendor(s)

5-Step Process
• Collection
• Analysis
• Mitigation Control
• Application of Mitigation
• Disclosure

Goal

To ensure that CISA, the affected 
vendor(s) and/or service provider(s), 
and the vulnerability reporter all 
disclose simultaneously, to ensure 
that users and administrators receive 
clear and actionable information in a 
timely manner.
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CISA Coordinated Vulnerability Disclosure
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Disclosure Timeline
• Timeframes for mitigation development, as well 

as the type and schedule of disclosure, may be 
affected by various factors:
• Active exploitation
• Threats of an especially serious nature
• Situations that require changes to 

established standards may result in 
changes to the disclosure timeline

Related Resource
• Guide to Vulnerability Reporting for Election 

Administrators
• Considerations for adopting a Vulnerability 

Disclosure Policy (VDP)
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Kim Wyman
Senior Election Security Advisor
Cybersecurity and Infrastructure Security Agency
Kim.Wyman@cisa.dhs.gov

Contact CISA: 
electionsecurity@cisa.dhs.gov


