
 

  

 

 

 

ISSUE BRIEFING: Planning for Cyber Incident Response 
 

The Issue: Despite a state or entities’ best efforts, perfect cybersecurity is impossible. Therefore, 
despite prevention mechanisms, cyber incidents can happen. Planning ahead for how to respond to 
cyber incidents can, however, limit their damage. Cyber incident response plans can be built into 
broader incident response and recovery plans, such as continuity of operations plans. Or, they can 
be separate but complementary plans. You should work with your partners (e.g. other state agencies 
and local election offices) to create statewide plans and/or complementary plans. 
  
What does a Cyber Incident Response Plan entail? 
Cyber incident response plans usually include the following elements: 

- The definition an incident (and levels of severity, if appropriate); 
- A notification schedule for whom to notify in what order (please refer to the GCC’s 

Election Infrastructure Subsector Threat Information Sharing and Incident Reporting 
Protocols for election-related cyber incidents – contact NASS for a copy of the protocols); 

- Assigned roles and responsibilities; 
- Decision trees for how to remediate and/or who to call for help with remediation; and 
- Legal implications for potential incidents. 

 
Where do we start?  
Below is a list of resources that can help create an incident response plan. It is important to practice 

implementing your plan and revise it based on lessons learned – see the NASS issue briefing on 

tabletop exercises. NASS members can contact NASS to receive examples of cyber incident 

response plans from other state offices. 

- Election Infrastructure Sharing and Analysis Center’s Cyber Incident Checklist  

- National Association of State Chief Information Officer's Cyber Disruption Response 

Planning Guide  

- National Institute of Standards and Technology’s Computer Security Incident Handling 

Guide  

- U.S. Department of Homeland Security Cybersecurity and Infrastructure Agency’s Cyber 

Incident Detection & Notification Planning Guide (for election officials) 

- U.S. Department of Homeland Security’s Best Practices for Continuity of Operations 

(Handling Destructive Malware) 

- U.S. Department of Homeland Security’s Incident Handling for Election Officials Guide 

- U.S. Department of Homeland Security's National Cyber Incident Response Plan 

- U.S. Election Assistance Commission’s Cyber Incident Response Best Practices  

What about communicating with the public? 
Although different than cyber incident response plans, which focus on how to mitigate and respond 
to incidents, it is also essential to have a cyber incident communications plan. Cyber incident 
communications plans can be built into cyber incident response plans and include internal and 
external communications. Alternatively, organizations may have a separate plan for external 
communications during and after a cyber incident. If so, it should complement your cyber incident 
response plan. Harvard’s Belfer Center provides a cyber incident response communications plan 
template for state and local election officials.  
 
 

 For additional questions on this issue, please contact NASS: (202) 624-3524 or lforson@sso.org. 
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https://www.nass.org/sites/default/files/Cybersecurity/TTX_Issue_Briefing_9.3.20.pdf
https://www.nass.org/sites/default/files/Cybersecurity/TTX_Issue_Briefing_9.3.20.pdf
https://www.cisecurity.org/wp-content/uploads/2018/05/EI-ISAC-Checklist-Final.pdf
https://www.nascio.org/wp-content/uploads/2019/11/NASCIO_CyberDisruption_072016.pdf
https://www.nascio.org/wp-content/uploads/2019/11/NASCIO_CyberDisruption_072016.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://www.cisa.gov/publication/protect2020-cyber-incident-guide
https://www.cisa.gov/publication/protect2020-cyber-incident-guide
https://us-cert.cisa.gov/ncas/tips/ST13-003#:~:text=Destructive%20malware%20impacts%20the%20availability,to%20an%20organization's%20daily%20operations.&text=Organizations%20should%20increase%20vigilance%20and,response%20for%20such%20an%20event.
https://us-cert.cisa.gov/ncas/tips/ST13-003#:~:text=Destructive%20malware%20impacts%20the%20availability,to%20an%20organization's%20daily%20operations.&text=Organizations%20should%20increase%20vigilance%20and,response%20for%20such%20an%20event.
https://www.cisa.gov/sites/default/files/publications/incident_handling_elections_final_508.pdf
https://www.us-cert.gov/sites/default/files/ncirp/National_Cyber_Incident_Response_Plan.pdf
https://www.eac.gov/sites/default/files/eac_assets/1/6/Incident-Response_best-practices.pdf
https://www.belfercenter.org/sites/default/files/files/publication/CommunicationsTemplate.pdf
https://www.belfercenter.org/sites/default/files/files/publication/CommunicationsTemplate.pdf

